He nesnaiite 3aB0oACKO# cOPOC, 3TO YHHYTOKUT CKPUIITHI OIPOCA.
vladrusanov@gmail.com +7(909)283-34-16

Onpoc 3;1ekTpocueryuka. Poyrep VR-007.3 (rev. 420)

1. HasHayeHue:

e  ABTOMaTHU3MPOBAHHBIN OMPOC IEKTPOCYETINKOB MepKypuii ¢ natepBaiamu (1,5,10,15,30) mun. ¢
JMara30HOM XPaHEHUs TaHHBIX OT OJIHUX CYTOK JIO MecsIla M Ha BHEIIIHEM CepBepe A0 roja.

e (COop u nepenaya MoKa3aHU KIMEHTY WIH YIPABISIONUICH KOMIIAHUU C TIOMOILBIO 3JIEKTPOHHOM MOYTHI.

e [lepemaua gaHHBIX cepBepam «yMHOTO Aomay 1o npotokony MQTT wimu GET 3anmpocamu.

e (Co3maHue CKBO3HBIX KaHAJIOB OIMPOCa JIFOObIX CYETUYMKOB IS MOAKIIOUEHUS Y HUBEPCATbHOTO
koHpuryparopa, TaskGroup, Mepkypuii DHeproyuer, Actpa u mp.,

e [lepenaua nmoka3zanuii Ha cepBep Narodmon.ru u co3aHue cepBepa yBeIOMICHHH O KPUTHUECKUX
COOBITHSIX WJIM OTKJIOHEHHH TTapaMeTpoB (coolmienne Ha email, cmc)

e (COop maHHBIX
- MTHOBEHHBIX 3HAUCHUH HAMPSHKEHUH, TOKOB, aKTUBHOW, peaKTUBHOM, 00I1Iel MOIITHOCTH, YaCTOTHI CETH,
yII0B MeXY (hazamu, KO3 (HUIIMEHTOB MOIITHOCTEH, CPE30B IHEPTHIA
- sHepruit o Tapudam 3a CyTKH, 3a BUepa, 3a Mecsll, modasHoii, oT cOpoca, Mo Mecsam

Pacder cToMMOCTH 3JIEKTPOIHEPTUH 110 CYyTKaM, MECsIaM, 110 Taprudam

Urenue npoguielt MOIHOCTH U

O0mnamaeT BO3MOKHOCTBIO TIepe/IaBaTh JaHHbIC KIIMEHTCKUX MOTOAHBIX cTaHiuit WiFI

MokeT TpaHCIHpPOBaTh MEpPeg-BUICONIOTOK OT mpocToit USB-BeOkamepbt

Ob6nagaet coOCTBEHHBIM aganTUpoBaHHEIM Web untepdelicom ¢ «pe3nHoBOI» pa3METKON U MO3BOJISET
paboTath ¢ HUM uepe3 Opay3ep Ha KOMITbIOTEPE, IJIAHIIETE WK TeedoHe

e CnocobeH caMoCTOsTENBHO co3/1aBaTh mudppoBaHHoe VPN coeanHenue u npoduthes yepes ¢aiipBoiibl 1
NAT npoBaiifiepoB HHTEpHETA, T.€. paboTaTh ¢ cepbiMH [P-afipecamu onepaTopoB CBS3M.

2. CoeguHeHue KomMmnbloTepa ¢ poytepom VR-007 ¢ nomouwbio Ethernet kabens:

Coemunure cBoii [1K ¢ poyrepom Hanpsimyto kabenem Ethernet, moaksrouns ero B LAN passem VR-007.3
CdeTyrK NOAKIIOUMTE Yepes J1r000it u3 npeodpaszosareneit USB-RS485/CAN/IRDA/ontomnopr.

[TomaiiTe muTaHNe HA POYTEP U MOAOKIUTES TPH MUHYTHI, YTOOBI OBITH YBEPEHHBIM, YTO OH 3arPy3HJIICS.
Janee neooxoaumo mpucBouth [1K ceteBoit aapec (192.168.1.10), uTo6 HAXOIUTCS B OJJTHOM aJPECHOM
npoctpanctBe ¢ VR-007 (IP-agpec 192.168.1.1). Onumny nocnenoBatensHocTh a1 Windows 10.

agpec: 192.168.1.1
NOrvH:  root
napone: admin

agpec: 192.168.1.10

3-8

l
-
USB-onTonopt

VR-005

LAN
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2’KMeM npaBoii KHOIIKOHM MBIIIM B HUYKHEM YIJIy Ha CETEBOM COEAMHEHUU.

,ﬂ“ﬁ THOCTHEA HENONA40K

Omepoime "Tapamerpel ceTh n Mnteprer”

Brioupaem Ethernet — Hacrpoiika nmapametpoB ajganrepa

@ Tnashas Ethernet
| Haiiti napametp P Ethernet ConyTcTeytoLLME NapaMeTpbl
@ h HacTtpo¥ika napameTpoB ajantepa
HeT nogknrouenuma d
CeTb v MHTepHer )

M3meHeHwe paClUMpeHHBIX
NnapameTpoB obLero AOCTyNa

£ CoctoaHwe ;
. LIeHTp YNpaBneHua ceTamm 1

oBLLMM AOCTYTIOM

@& Wi-Fi !
M EpaHamaysp Windows
¥ Ethernet
7* Habop HOoMmepa Y Bac NOABMAWCH BONPOCHI?
MonyuuTs NOMOLLL
o2 VPN

[TpaBoii KHOIKOM MBIIITK HaXkKMMaeM Ha cBoi Ethernet amantep u Beioupaem CBoiicTBa.

&N CerTepble NograHEHNA

I FEI » [Nanens ynpae » Cete u MiHTepHer » CeTeBble MoK

Ynopagounte * OTEAk] e ceTe ycTpoWcTea JWarHocThEa NogEnrYEH)

( Ethernet l"' VPN
- : -
“omare _ MNogknioueHn - Oirw nunsiaun
@~ Broadcom MetLink (T ¢ G OTKAHYHTE PTP)
L". CeTeBoe nogrnodeHne B Cocroanue
—— HeT nogkntoyeHna JmarHocTika
% Bluetooth Device (Person

G HacTtpoiika mocTa

Co3gate ApAbIK

G ¥aanuth

® Mepenmenosate

2 M ® Ceoiictea




Bri6bupaem IP Bepcnu 4 — CoiicTBa — Ucnonb3oBats caexyrommii |P agpec
B namem cinyuae Hago BBectu aapec 192.168.1.10 u macky 255.255.255.0

Hanee xmem OK.

- Ceofictea: [P eepcun 4 (TCP/IPwd) X
Cem  Opctyn Obwme
MopknioueHie yepes: MapameTpel IP MOMHO Ha3HEYETE SETOMSTMYECKM, ECIIM CETh

NoAAEPHMESET 3TY BOSMOMHOCTE. B NPOTHBHOM Ciy4Yae YBHEIIHTE

@ Broadcom NetLink (TM) Gigabit Ethemet napameTpel IP ¥ ceTeE0ro aaMUHMCTPATOPRaE.

Hactpouts...
i O Mony4uTe IP-anpec a5TOMaTHHECKK

OTMeyeHHbIE KOMMOHEHTB! MCMONB3YIOTCA 3TMM NOAKIOYEHNEM:
&3 Knwent nna ceedt Microsoft ~
"?Oﬁu.mﬁ OCTYMN K Mainam 1 npuHTEpam ana ceted Mi
]P MnaHKpoBLLKK NakeTos QoS

IP sepcun 4 (TCP/IPv4)

#7 4 MMpoTokon MyneTMRnekcopa ceTesoro apanTepa (Mai

@ WcnonezoBaTe cneayrowmi IP-agpec:

P-agpec: [192.168. 1 . 10

|
Macka nogceti: | 255,255 .255. 0 |
|

CCHOBHOM LWAKDS: |

5

4

. Opaieep npotokona LLDP (MaikpocodT)

4 IP sepeam 6 (TCP/IPvE) v Mony4uTe anpec DNS-cepeepa a5TOMaTHHECKH

< > @ Wnonesosate cnegyrowme aapeca DNS-cepeepos:
YCTaHOBMTE ... VaanMTs CaoicTea Mpeano-uTaemsit DNS-cepeep: | ' ' ' |

OnucaHne o ANbTEpHATMBHEIM DNS-cepeep: | . . . |
MpoToxon TCP/IP. CTaHoAPTHIA Npo TokeE foBanbHbx

ceTel, 00eCNeuWBaOWMA CERSE MEXT

B5aMMOASHCTEYIOWMMKY CETAMM. | [JnoaTeepanTe napameTpel npH Beixoae

JononHWTENEHD. ..

Ommera

OK Ommena

Tenepb MOXKHO 0OpaTUTHCS K pOoyTepy JH0ObIM Opay3epom, T.e. BIHcbiBaeM aapec 192.16.1.1 B agpecHoi
CTpoKe Opay3epa ¥ CMOTPHM Ha pe3ynbTaT. Ml monasaem Ha crpanuiy aBropusanun VR-007. C 3aBoxa
Username (root), a Password (admin).

O

4} OpenWit - LuCl

&« G t & 19216811 o & Incognito. €Y

@ hitp://egrulnalog.n/ Znuba Meuats Apabikos @Y ‘®upma "HTK MOCT... Hanuuue marturos.. @ U-BootConsole @Y Kak cospam daiin e... » | [} Other bookmarks

OpenWrt

Authorization Required

Please enter your username and password.

Username root

Password ||

Powered by LuCl openwrt-18.06 branch (git-19.170.32094-4d6d8bc) / Open\Wrt 18.06.4 r7808-ef686b7292

[Tocne aBpTOopU3anMK Mbl IOMAAAEM Cpa3y Ha CTPAHUIY U3MepeHu. Eciau moakitoueH OIMHOYHbBIA CYETYHK,
TO uepe3 | MUHYTY HauHyT [TOCTyNaTh U3MEPEHHBIE 3HAU€HNUs (110 YMOIYAHUIO 3aJ1aH HYJIEBOW CETEBOM aapec
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CYeTUMKa, Ha KOTOPBIM OTBEUAIOT BCE Tpex(da3HbIe CUCTUNKH). B mambHEHIIeM ceTeBoM aapec JIydIie
3aMEHUTb.

VR-007.8

M234_17498031 [2019-08-22 13:21]
£ Vamapennn
& Suepran

MNamepeHuns

© Hactpoikn

= - S e [
= Openwrt o = (2019-88-22 12:23] T Ce— [2013-08-22 13:11]
Ulmax + 230.86 (8) [2019-68-22 12:23] T3nax = 0.286 () [2019-08-22 13:11] Thursday, Aug 22, 12:22
7 About
ul= 230.69 (B)

[— HanpsoxeHue Tok

228.10 (8) 0.165 () 0

228.13 (8) 0.168 (4)

227 .94 (B) 0.257 (&)

1230 2a 250 1300 1510

Uimin = 227.67 (s)
Uzmin - 226.94 (s}
Ulmin = 226,73 (8)

(2019-08-22 13:06] Tinin [2919-08-22 12:48)
119 (2) [2019-08-22 12:48]

0.171 (a) [2019-08-22 12:48] 2325

Thursday, Aug 22, 122
uz= 230.58 (B)

[2013-08-22 13:06] T2nin
[2019-08-22 13:06] 13min

Pinax - 36.87 (7 [z019-08-22 12:25] Qtnax - -32.78 (sag) [2019-08-22 12:46]
Pama = 38.69 (ar) (2019-08-22 12:25] Qamax = ~33.72 (aap) [2019-08-22 12:46) L
Plmax = 56.33 (87 [2015-08-22 13:25] Qmax = -52.97 (ue0) [3019-08-22 12:46]
P max = 133,99 (ar) (2013-08-22 12:25] Q max = 118,49 (ssp) [2019-08-22 12:46)

1230 240 2:50 1300 1310

AKT. MOLHOCTE

PeaKT. MOWWHOCTE

Thursday, Aug 22, 1222

71.57 &1

20.06 (81)

n = 65.51 (7}

20.75 Br)

30.76 ()

[2019-08-22 13:13] Q min = -45.47 (nap)

-102.58 (sap) .

ui= 230.37 (B)

-29.04 (sap)
-29.34 (eap)
-44.20 (sap)

[2019-08-22 13:00]

3. Hactpouka coeauHeHus poytepa VR-007 co c4eTYNKOM

B neBom meHto BeiOupaem Hacrtpoiiku.

@ VR-007.3

-+

&« C {t @ Notsecure | 192.1 A

@ hitp:ffegrulnalog.ru/

VR-007.3

3nbba Meyats ApALIKOE

M234_ 17498031 [2019-08-22 19:39]

#& WamepeHunn
& 3Heprus

3+ HacTpoilku

NamepeHus

(5] Oupwma "HTK MOCT...

Hanwuwe MarHuToE...

@ U-Boot Console

@ Kak cospath daiin e...

@ Search Consol

= Ulmax = 234.84 (8) [2019-08-22 19:38] Ilmax = ©.155 () [2019-08-22 19:35]

e UZmax = 234.69 (8) [2019-88-22 19:38] I2max = ©.159 (a) [2019-88-22 19:35]
U3max = 234.49 (B) [2019-88-22 19:38] I3max = @.243 (8) [2019-8B-22 19:35]

? About

e . Harpskenne . T

234.79 (B)

234.65 (B)

234.44 (B)

0.153 (A)

0.157 (A)

0.240 (A)

Ulmin = 233.78 (B) [2019-@88-22 19:37] Ilmin = ©.149 (A) [2019-88-22 19:38]
U2min = 233.77 (B) [2019-@88-22 19:37] I2min = ©.152 (A) [2019-88-22 19:38]
[T} N AT ra e rMoto.-ma.27 1a-3171 TRl A ATn san rMata.ae.77 19-3121

[TepBbIM nemomM HeoOxoauMoO BeIOpaTh Tum snekrpocuerunka, CeTeBoit aapec, YpoBeHs noctyna u [lapons.



HacTtponku

MNapaeTps! CBA3M

TMN cHeT4MKA

MepKypHit-234

CeTeBoil agpec

Knuewt

3neKTPOHHARA NOYTa

vladrusanov@gmail.com

Naredmon.ru

CobIT

) 3nekTpoHHas nouTa

Nnyesoi cyeT

Onumu

Koadp. TpaHeopmaumn, Ki
1
Koadp. TpaHegopmaymm, Ku

1

: )

YpoBeHb AocTyna O mMaTT [aTta nepenayu NoKasaHWk

[ vicnons3osars (Ki, Ku)

MocuuTaTe 3aTpaTel
ABMUHUCTPATOP v server 24
T1 | 555 pyo
Mapone Port Tapuepel

222222 C1 @2 O3 T2 | 290 pyo

WHTepean onpoca (MHH.) N T3 0.00 py6
® Os Ot O1s O30 .

O OcTaHoBUTE Onpoc Koppekuua Bpemeri (40 4 Mud. B 02:00)

Ounctutb 6asbl

CeTteBoii apec paBeH MOCIETHUM TpeM I paM CepUIHOTO HOMepa, HO eciiu unucio 6omnpiie 240, To AByM
mudpam. Harmpumep, B Moem ciyyae cepuiinbiii Homep paBeH 26935009, snaunt ceteBoii agpec Oynet 9.

Ypogensb goctymna User (maposs ¢ 3aBoga 111111). Yposens qoctyna Admin (maposts ¢ 3aBoja 222222)
0OBIYHO HE UCIIOJIB3YIOT, OH MPEAYCMOTPEH I Oy yIIUX J10pabOTOK.

I"anouka «OcTaHOBUTB ONPOC» NMeeET ABoHHYI0 (QyHKIMI0. Korjna oHa He yCTaHOBIIEHA, TO POyTEp
CaMOCTOSITENTLHO BEIET ONPOC CUYETYUKA M OTIIPABIISAET 110 HEOOXOJMMOCTH JaHHBIE BO BHEIIHUN Mup. Ecin
K€ rajJlouka CTOUT, TO pOYTEp HE BEJET ONIPOC U MPEBPAILAETCS B IPO3pavHbIN KaHAN CBS3U, KOTOPBII MOTYT
UCII0JIb30BaTh BHEIIHUE ITporpammbl Hanpumep Koudurypartop, TaskGroup, Actpa, Mepkypuii JHeproyder
(c 3aBoga IP-ampec 192.168.1.1, mopt 7001).

HNuTepBas onpoca 11t IPOBEPKH MOXKHO MCIOIb30BaTh | MUH., @ IOTOM U3MEHUTH JIy4llle HA 5 MUHYT,
4TOOBI 0OJIbIIIE XpaHUIOCh AaHHBIX. [Ipu 1 MuHyTE, 3TO CYTKH, pU 5 MUHYTax 3T0 5 aHel, npu 10 MuHyTax —
10 nueit, npu 15 — 15 nuent, npu 30 — 30 aueii. Ecim koMy-TO HY’KHO, s1 MOTY TI0 3allpOCy PacUIMPUTH
BCTPOEHHYIO 0a3y JaHHBIX B HECKOJIBKO pa3, HO OOBIYHO 3TOT0 HE HY)KHO, CKOPOCTb CTPAHHIIbI OTKPBITHS
rpad)MKOB CTAaHET MEHBIIIE U MPOILE OTHPABIATH MATHMUHYTHBIE cpe3bl Ha caiit Narodmon.ru (ecth Takas
rajiouka) ¥ Tam JIaHHbIe XpaHsITcs 10 roja. CepBucy TpeOyeTcsi HaTM4Ue UHTEPHETA.

CrenuaibHO OCTAHOBIIOCH Ha OTIIPaBKe JaHHBIX Ha caiT Narodmon.ru, T.K. OH JaeT He TOJIbKO XpaHEeHHUE

JaHHBIX, a 00J1aJaeT CepBEPOM YBEAOMIICHUH, T.€. €CIU 000K U3 MapaMeTpOB BBIXOIUT 32 OTOBOPEHHBIE

Ipeiesbl WK MepecTaeT MOCTyNaTh Ha CalT, TO MPUXOAUT yBeloMIIeHHe Ha 31eKTpoHKy mi CMC. Bonee
noJIpoOHO pacckaxy B I.7. OTMeuy, YTO 3TOT CEPBHC UMEET CBOE MPUIIOKEHUE JUIs Tee(oHa ¢ TTOMOLIBIO
KOTOpPOTO MOXHO KOHTPOJIMPOBATh U3MEPEHHBIE TapAMETPBHI.

MQTT — OTKpBITHII MPOTOKOJ MEepeaun JaHHBIX, YaCTO UCTIOIB3yeMbIl B YMHOM aome. Vimeem OecruraTHbie
KIIMEHTCKUE TpuitioskeHus uist TenedonoB u [1K. [To3Bossier KOHTPOIMPOBATh, epeiaBaTh U MPUHUMATH
coobmenus ot poyrepa VRO07. TTogpoOHei mpo moIKIII0OUeHNE paccKaxy B 1.9

Ecnu Brnincate JaexkTponnyo nourty (Kimenra), To pa3 B CyTku B yac HOUM OyIyT MPUXOAUTH CPE3bI
SHEpruu 1no BceM Tapupam. MokHO yKa3aThb yepe3 3aIlsATyi0 HECKOJIBKO MOYTOBBIX aapecoB. dopmat
nepenauu BoITIAIUT Tak «M234 26935009 T1=2882.74 T2=519.27 _ T3=0_ T4=0».

K coxxanenuto He Bce cOBITHI OEpYT AaHHBIE 110 3JIEKTPOHHOM MOYTE, TO3TOMY MOKHO BMECTO 3J1€KTPOHHOM
MOYTHI COBITA MOCTABUTH CBOIO, TOT/IA 3TU JAHHBIC MPUIYT B HYKHYIO AaTy BaM B Ka4€CTBE HAIOMUHAHUS U

(9]



BBl UX OTIIPaBUTE Yepe3 JIMUHbIN KaOuHeT. Hukeropoackuii s3HeprocObIT OepeT naHHbIe B (popmMaTe Kak Ha
kapTuHKe. COOTBETCTBYIOMICH TraIOUKON MOKHO OCTAaHOBHTH OTIPABKY JaHHBIX.

Y HEKOTOPBIX MOJIb30BATENEH YCTaHOBIEHBI TpaHC(HOPMATOPHI TOKA U HaNpsbKkeHus. J{iist aToro
peayCMOTPEHBI HacTpoiiku K03 durmentor Tpancopmanmu Ki, Ku u ranouka «YuntsiBath Ki, Ku).

lNanouka «IlocunTaTh 3aTPATHI» MO3BOJISIET HA CTPAHULIE JHEPIrUid BBIBECTH PACYET CTOUMOCTH SHEPTUHU 110
Tapudam 3a pa3InyHble HHTEpBaJbl (TEKYLIUI MECSII, MPOLUIbII Mecsll, CETOAHs, BUepa, 0 CyTKaMm, 1o
Mecsiiam). Ecnu manHas ranodka He YCTaHOBIIEHA, TO SHEPTUs B Tabiuiax oToopaxkaercs B kBtu. Ha
rpadukax He 3aBUCUMO OT ranodku «llocunrare 3aTpaTs» S3HEprus Bcerna B KBTu.

PacueT cToMMOCTH 3JIEKTPOIHEPTUU SABIISETCS SKCIIEPUMEHTAILHON (QYHKIMEH U BEAETCS B 3aBUCUMOCTHU OT
croumocTH 3a kBTu no Tapudam T1, T2, T3.


https://4.bp.blogspot.com/-cE_ZeaTyHOQ/WEu7A_XJBmI/AAAAAAAAGSI/Rx5Xp4QrIM8ZyWdqTR7lpadbKeV1lTGjwCLcB/s1600/P61210-111532.jpg

3artpartbl

Tekyw. mecay, [pyd] Mpown. mecsy [pyo] CerogHs [py©] Buyepa [py0]

5865.76 13865.37

Tapud [xBT4] [py6] Tapug [kBT4] [py6] Tapud [xBT4] [py6] Tapug [kBT4] [py6]

T1 934,560 5186.81 T1 2284,720 12680.20 T1 1.720 9.55 T1 38.680 214.67

T2 234.120 678.95 T2 408.680 1185.17 T2 6.040 17.52 T2 8.760 25.40

T3 0.000 9.00 T3 0.000 9.00 T3 0.000 9.00 T3 0.000 9.00
OHeprus

T 1 3Heprua (kBT4)

TS 3Heprva (kBT4)
36200.480

48663.880

T2 3Heprva (kBT4) T3 3Heprua (kBT4)

10507.840 1955.560

CerogHa 1.720
Buepa 38.680

CerogHAa 6.048 CerogHa CerogHAa

Byepa 8.760 Buepa Byepa

Texyu. mecay 934.560 Texyu. mecay 232.120 Texyu. mecay Texyu. mecay

11209.520 3409.600 588.680 15207.800

11327.360 3337.560 595.720 15260.640

13630.760 3745.240 771.680 18147.680

48663.880
9.000
667.920
119434.648

36200.480
0.000
534.800
77267.880

18507.848 1955.560
9.000 0.000
132.480 0.640
37605.680 4561.080

Ineprua, (kBTu) mn mTn T2 Ts Mecsn T pya] T2 [py6] T3 [pyo] Ts [ys]
3000
Anpaps 5187.47 678.95 0.00 5866.42
2500 i i ®espant 496348 753.07 0.00 5716.55
Mapt 5992.22 566.08 0.00 6558.30
2000
Anpene 506917 51991 000 5789.08
1500 Mait 3662 11 64751 0.00 4309.62
. . Mo 10930.39 163224 0.00 12562.63
Wions 9086.02 213266 0.00 11218.68
00 I ABryct 11209.89 1054 90 0.00 12264.79
. CeHTAdpb 5806 41 416533 000 9971.74
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
OKTAGpH 11660 11 1762 16 0.00 13422.27
HosEpe 1571.75 1125.43 0.00 12697.18
exabps 12680.20 1185.17 0.00 13866.37
Wroro 98019.22 16223.41 0.00 114242.63

Ianouka «Koppexuusi Bpemenu (10 4 muH. B 02:00) mo3BoJIsI€T €KETHEBHO KOPPEKTUPOBATH BPEMSI B
cueTurke 10 4 MUHYT. HO TyT Ha/lo yUUTHIBaTh HECKOJIBKO HIOAHCOB.

N3na4yaibHO BpeMsl B CUeTYHKE JOJKHO ObITh NPAaBHJIbHO YCTAHOBJIEHO. [IpoBepka u ycTaHOBKa
BPEMEHH B CYETUHKE JETACTCS C MOMOIIBI0 KOH(PHUTypaTopa OH B KOMIUIEKTE Ha JIFICKE.

Poytep VR-007 Takike 10.1:KeH ObITh CHHXPOHU3HPOBAH C TOYHBIM BPEMEHEM M MOJKIIOYEH K HHTEPHETY.
[Tocite ycTaHOBKH IPaBUIIBHOTO BPEMEHH B CUETYMKE U B poyTepe 0a3bl JIydIlle OYMCTHTh, YTOOBI METKH
BPEMEHM CTABUJIMCh HA CPE3aX MTHOBEHHBIX 3HAUEHUI BEPHBIE.

BoJiee noapodHo cMOTPH 1.5 TaHHOI HHCTPYKIMH.



4. CoeanHeHue KomMmnbloTepa ¢ poytepom VR-007 no Wifi:

Poyrep VR-007 mo ymMor4aHuio HACTPOEH KaK «TOYKa TOCTyIa» u goctyneH B ToM uucie mo WiFi. lis
coeauHeHus Beioepute cetb OpenWrt u HaxxMuTe MOAKIIOYUTHCS (Taposib Jii9VhFF).

OpenWrt
3awmueHo

D l'lomcn HO4YaTLCA aBTOMaTUYECKU

MoaknroumuTLCA

)
Pexum " MobunbHbii
camonere” XOT-CoT

13:01

R 23.08.2019 E’

S

Hanee mist Bxoaa B web-untepdeiic VR-007 HyxHO 3anmycTuTh Opay3ep mo aapecy 192.168.1.1
Username = root, Password = admin u HacTpoiika MpoJIoKUTCS KaK B I1.2.
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5. HacTponka BpeMeHU B cHeT4YMKe U B poyTepe:
CueTunK ¢ 3aBOJa U3TrOTOBUTCIIAL UMECT MPCAYCTAHOBJICHHOC BPEMS, HO OHO MOXKCT MOCTCIICHHO CMCIIATHCA.
UtoO0k1 B 6a3y TaHHBIX MOTAATH MPABIIIBHBIE METKH, HEOOXOIMMO YCTAHOBUTH OJJMHAKOBOE BpEMS B

CUETYHKE U B POYyTEpE.

- HayHeM ¢ poyrepa VR-007, 3axoanm B Merro OpenWrt
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@ VR-007.3 X +

& c 0 (@ Not secure | 192.168.1.

@ hitpy//egrul.nalog.ru/ Jneba Meuats Apabikos @Y Dupma "HTK MOCT... Hanuuue MarHuTos. .

VR-007.3

M234_17498031 [2019-88-24 13:85]

& WsmepeHunA

& 3uepras NamepeHuns

& HacTpoiiku

- Ulmax = 241.61 (B) [2019-88-24 @5:25]

Bl 5 U2max = 241.75 (B) [2@19-88-24 @5:25]
ws‘% U3max = 241.49 (8) [2019-88-24 @5:25]

? About %

® Bugeo Hanpsxxexne

232.02 (B)

231.92 (B

Beoaum Username = root, Password = admin

- O
4 OpenWirt - LuCl

&« C t = 19216811 o @ Incognito &)

© http/egrulnalog.nu/ Anu6a Mevars spnencoe @ ®upma "HTK MOCT... Hannve warnimos.. @ U-BootConsole @ Kak cosaats daiin e... » | B Other bookmarks

OpenWrt

Authorization Required

Please enter your username and password

Usemname root

Password

Powered by LuCl openwnt-18.06 branch (git-19.170.32094-4d6d8bc) / Open\Wrt 18.06.4 r7808-ef686b7292

[Tepexonum B MeHIO System

System Network VR Logout

Here you can configure the b ike its hostname or the timezone.

System Properties

General Settings Log le

019 . Sync with browser

Local Ti
Hostna

Timezone Europe/Moscow v

YcTaHaBiauBaeM.

Timezone = Europe/Moscow
Enable NTP client

Sync with browser

u sxMem Save & Apply
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System

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

General Settings Logging Language and Style

Local Time  Sat Aug 24 13-18:52 2019 Sync with browser |
Hostname Open\Wrt %

Timezone Europe/Moscow v

Time Synchronization ;
Enable NTP client [« :

Provide NTP server | 2

MNTP server candidates 0.openwrt.pool.ntp.org g
1.openwrt.pool.ntp.org %
2 openwrt.pool.ntp.org %
3.openwrt.pool.ntp.org +

|l Save || Reset |

Tenepsp, Korna Mbl HACTPOMM MHTEPHET MOAKIIOUYEHUE B POYTEPE, TO OH HAYHET AaBTOMAaTUYECKH CaM
CUHXPOHU3UPOBATHCS C CEPBEPAMU TOUHOTO BPEMEHHU.

- HACTPOMKA BPEMEHU B CUETUYUKE

[MoxxirounTe J1F000# U3 mpeobdpazosatens uHTepdeiica k USB-pazwemy VR-007, a mpyroii cToOpoHO# K
cuetunky. Poytep ¢ ITK mosxeT ObITh coenuter mo Ethernet kabemro nm mo Wifi.

agpec: 192.168.1.1
NoruH:  root
napone: admin

agpec: 192.168.1.10

888 ! L LD 4

LAN

USB-onTonopt

VR-005

3anyctute Kongurypartop cuerunkoB Mepkypuil. Beibepute npaBUIbHbBIN THIT CUETUYHKA, CETEBOM aJipec
(paBeH mocJieTHUM TpeM HUpPaM cepHIHOI0 HOMepa WJIH ABYM HuppaM, ecjau Yncio doasie 240), T
unrepdeiica — TCP/IP, IP-aapec = 192.168.1.1, mopt 7001, Bpemst oxuaanust orBeta 500, cucTeMHbIi
taiimayT 50, mHOXKHTENb 10 1 )kMeM COETMHUTB.
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&) Mercury

-
¥ KOHQHTYPATOP cneruuxos “Mepsypuit

INCOTEX

NapameTpnl COR3IM

Bpaumsa Bubepnre weobxoavmMue NapameTpu CUsTUMKE, Tvn

reaUm HACTPORKR KAHANS CERZM 1 HAMMATE KuoNKy "Cosgunnry”
agng PYIK
pROY
Mpogunk MOWNILTY , s -
CueTanx Ypouens aoctyna
¥ Wi @opuauns [ ™
L [Mcpeysun 2018 |v] Tin cuaramn [ v
HER 0 A 1 aac l
192.168.95.1 001

Twnt umrepdenca

COaAMHNTY

ITocne coenmHeHus nepexoauMm B MCHIO «BperI».

a Mercury

"
Konduryparop

wurepdeica

CeTeiue

YPATOP MOIRONAAT Npora-
COCQNHEHWE CO CUBTURKD

Koudur
BOAMTY

MHARBMAY aNoku M TRAOYIOT TONHOR
MACTPOAKYK

¥ KoH(urypauns Bpems 24 08.2019, M234 {31), 17498031
Bpema Ha A[aHHOW BKN3aAKe MOXHO HAcTPOWTb BHYTPEHHWE Uachl MNOAKAKYEHHOrO
VIHOMKALNA yCTpoRcTEa.
YNpaeneHwe Harpyakoi

Tekywwe 0aTa v BpeMA
Tapuasl e & g
Mpodune MOWHOCTH - -

YCTpoMcTBO P4.08.19 13:48:31 Cy6GBora @® 3uma O Neto MpounTtate
Mogem
_ CucTena 24.08.19 13:48:33 CybGora _ Yeranoska |
¥ Wudpopmauua Koppeiun
CnyxefHan
CnoBo cOCTOAHWA Cez0HH CUHXpoHWZaUKMA epeMedn Windows
SHeprua Mecany NeHb Hegenu Yyac (NTP TimeServer Stratum 1)
MTHOBEHHEIE 3HAYEHMA Mepexop 3uma-neto  |Mapr | |Bockpecense [ v| 2 MpouuTars Ha CKONbKO TOUHO XOAWT BPEMA B

KOMMNbOTEpe U B cueTuuke? Kak
pen . ] _3 v w13 3anucare
WypHans Mepexog neTo-3vMa IOKTHﬁpb J IBDCKpECEHhE J cAenaTb uToBbl NPW KaNMBPOBKAX W
MaKCMMyMEl MOWHOCTH ] ABTOMaTHUECKMI nepeeoq 4acoe Ha4danbHblX YCTaHOBKAX BpeMAa
Bceraa 6bn0 TOYHBIM? BeiNONHWTE

YUeT TEXHWUECKNX NOTEPL CHMHXPOHWZALLMK0 U Ha BalWeM

ME3
OTYeThl

MapameTpsl cEA3N

KoMnbloTepe GyadeT camoe TOWHOE
epeMA (Heobxogumo 4ToObl
GalpeEon W aHTUBUPYC HE
6rnokupoeanu NTP npoTokon).

HpOBepLTe 4YTO CTOUT Trajiouka 3umMa. Ecin BpeMs CHCTUYHUKA OTIIMYACTCA OT BPpEMCHH CUCTEMBI MEHEC YEM Ha
4 munyTHI, TO HOKMHUTEe Koppekuusi (CUeTYrK HAUHET HArOHATH HY)KHOE BPEMsI He TIOPTSI PETUCTPhI SHEPTUU
1 IpoITh), €cIu O0JIbIe YeM Ha 4 MUHYTHI, TO Y CTaAaHOBKA (€CJIM BBl OTYMTHIBACTECH MEPE]] COBITOM 110
pOodUIISIM SHEPTHH/MOITHOCTH, TO TIEPE STOW onepaiueil COXpaHuTe 3TU MPOMUIH, T.K. CMEIIEHUE MOXKET
MOBJICYh MOBPEKACHUE IPODHIIS U TOTPEOYETCS €ro MHULHATU3AIIHS, JIMO0 0OpaTUTECh B
SHEProCcHA0KAIOIIYIO OPTaHU3AIMIO IS TPOBEICHHS 3TOW OTEPAIIHN).
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B Poccum celiyac HET C€30HHOTO MEPEBOA YaCOB, TOITOMY ITPOBEPHTE UTOOBI HE CTOSIIA TATTOYKA
«ABTOMaTHYECKHii ePEBO YaCOBY.

6. HacTpounka nHtepHera:

VR-007 siBnsieTcss mpOCTBIM POYTEPOM C onepanroHHoi cuctemoit Openwrt, ITogats HHTEpHET MOXKHO
HECKOJIbKUMHU ImyTssMu: 1o Ethernet xa6emro, moakmouennem k Wifi wiau ¢ momomnrsio 3G/4G mMomema.

Ecnu uHTepHEeT noaxitoyaeM KabesaeM OT JOKaJIbHOM CETH MPEANPUSTUS U Balllero JOMAIIHEro poyTepa, TO
kabenb cThikyeM B pazbeM LAN, ecniu 310 kabenb npoBaiinepa, To B cunuii pazseM WAN 1 cOOTBETCTBEHHO
[IPOM3BOINTE HACTPOMKY coenuuenus B meHo Openwrt — Network — Interfaces.

OpenWrt Status Network

Interfaces

Interfaces

LAN
br-lan
IPv6: fd25:4da7:76de:-1/60 o
.,
VPN Protocol: PPiP
L RX: 0B (0 Pkts.) Restart Connect “
pptp-vpn TX: 0B (0 Pkts) :
Protocol: DHCP client
WA" MAC: 54:36:9B:2C:34:5E Restart <o
= RX: 0 B (0 Pkis.) P -
Ehe. TX: 15.01 MB (44516 Pkis.)
Protocol: DHCPvE client
Wf!“ﬁ MAC: 54:36:9B:2C:34:5E Fey— Sio “
= RX: 0 B (0 Pkts.) P ¢
e TX: 15.01 MB (44516 Pkts.)
|' Add new interface.. |

Global network options

IPv6 ULA-Prefix | fd25:4d87-76de:/48

e

MoO>HO HacCTPOUTh BCe OCHOBHBIC TUIIBI IO KII0ueHue Static address, DHCP, PPTP u np.
OCTaHOBITIOCH OTAEIBHO Ha HECKOJMBKUX KiueHTCckux moakmodenusx (LAN, Wifi, 3G/4G, VPN):

- moakJuyenue Ethernet kadesnem k JgoxkaabnHoi cetu LAN:

Network — Interfaces — LAN (PexakTupoBarsb)

13



Ham HeoOX0aMMO YCTaHOBHUTH MPU TAKOM TOJKITFOUEHHH HECKOJIBKO MapaMeTPOB
1. Protokol — (Bux nporokoa, Static address)
2. IPv4 address — (cBoGoaublii IP aapec u3 aapecHOro mpocTpaHcTBa roJ0BHOTO POyTepa, 0 KOTOPOMY
OyneMm B nanbHeleM oopamiarecs Kk VR-007)
3. IPv4 Netmask — (macka cetun 255.255.255.0)
4. IPv4 gateway — (azpec roJI0OBHOTO 1IUTIO3a, B MoeM cirydae 192.168.1.253)

OpEI'I Wit Status 3ys Network VRO07  Logout

WAN  WAN6 VPN | LAN

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge

Common Configuration

General Setup Advanced Sattings Physical Settings Firewall Settings
Status 22 Device: br-lan
Uptime: 1d 23h 56m 54s
MAC: 54:36:98:2C:34:5D
RX: 28.05 MB (418045 Pkis.)
TX: 389.99 MB (531971 Pkis.)

IPv4: 192.168.1.1/24
IPv6: fd25:4d87.76de::1/60

Protocol Static address v M
IPv4 address 192.168.1.1 II 2@;

IPv4 netmask | 255.255.255.0 v m 3

|Pvd gateway 192.168.1.253| % é

|Pv4 broadcast

Use custom DNS servers 788838 %
8844 %
778881 +

[Tocnemuum coxpaHseM HacTpOiKH, skmeM kHONKy Save & Apply. Cpasy B coceareli Bkiaake Opaysepa
BBOJMM HOBEIH IP aapec (MHaue yepe3 MUHYTY pOyTep HE TOYYBCTBOBA KIUEHTCKOTO MOAKIIOYECHHUS 10
HOBOMY aJipecy BepHET ce0s Ha cTapbiid IP agpec).
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- KINEHTCKOoe moaKarwyenuu no Wifi:

[TpoBoauTe Takyro HacTpoiiKy mo Ethernet kabesro, T.x. mpu ormmoOKe MOXHO MoTepsATh poctym mo Wifi.
Network — Interfaces — Wireless

Radio0 Hy»xeH uist co3aHusl KIIMEHTCKUX TOAKIIIOUYEHHIA, a BTOpasi CTPOKa JuIs co3aanus Touek gocryna Wifi.

OpenWrt Status Syste Network VRO07  Logout

radiod: Master "Open\Wrt

Wireless Overview Qwﬂ
. Generic MAC80211 802.11bgn YRR
& radiol] ) nnel: 6 (2.437 GHz) | Bitrate: 2 Mbitis R | Add |

SSID: OpenWrt | Mode: Master )
0%
- BSSID: 54:36:98-2C:34:50 | Encryption: mixed WPAWPA2 PSK (CCMP) Lo m

Associated Stations

Network MAC-Address Host Signal | Noise RX Rate / TX Rate

Na information available

Haxxumaem Scan u Beioupaem Wifi ceTb k KOTOpOii OyeM MOIKITIOYATHCS.

O pen Wrt Status Metwark VRO07 Logout

Join Network: Wireless Scan

Signal SSID Channel Mode BSSID Encryption

dill 51% i2 6 Master F8:1A: aieiea-vomn mixed WPANWPAZ - PSK Join Network

ail 42% Fox.Lan. 8 Master AC:9E: #WHamniis SK

gl 34% TP-Link_TA8BC 1 Master B0:BE: TR0

i 22%  WiFi-DOM.ru-1067 1 Master  DC:E3:05aBieme0 mixed WPANNPA? - PSK
14% TP-Link_3ECC 2 Master D&:0D: Liiiskian
11% DOMRUPAVLUSH 6 Master FC.EC: Mé:Sansnn

Back to overview

VY MeHs ioMa CeTh «j2», MOITOMY s MOIKII0Yal0Ch K Heit, skmeM Join Network, BBoast Hy KHBIH apoJb.

B

5



Joining Network: "j2" i
Replace wireless configuration IZl&‘m

@ Check this option to delete the existing networks from this radio.

WPA passphrase | sssesses = w a

@ Specify the secret encryption key here.

Name of the new network wwan

@ The allowed characters are: -2, z-z, 0-2 and _

1 A . . - ] S 7 -
Create / Assign firewall-zone wan:| wan: g |wan6. P |

@ Choose the firewall zone you want to assign to this interface. Select unspecified to remove the interface from the associated
zone or fill out the create field to define a new zone and attach the interface to it.

Back to scan results 3”@

B nonte « WPA passphrase» Beoautcs maposb ot Bamero Wifi. Ctasum rajouky Replace wireless

configuration (momuuTe uto TOukKa goctyna OpenWrt ucuesHer, ocTaHeTCs TOCTYIT TOJIbKO Mo Ethernet
kaberro).

Device Configuration

General Setup Advanced Settings
Status | Mode: Client | SSID: j2
0% BSSID: F&:1A:67:4C:D1:DB
Encryption: -
Channel: 6 (2.437 GHz)
Tx-Power: 20 dBm

Signal: 0 dBm | Noise: 0 dBm
Bitrate: 0.0 Mbit/s | Country: 00

Wireless network is enabled

Mode Channel Width
Operating frequency N v || 6(2437TMHz) v | |20MHz ~

Transmit Power auto v

@ dBm

Interface Configuration

General Setup Wireless Security Advanced Settings

Mode Client M

F8:1A:67:4C:D1:DB

Network wwan: & -

@ Choose the network(s) you want to attach to this wireless interface or fill out the create field to define a new network.

Back to Overview W Save & Apply
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[Mocnennum Haxxumaem Save & Apply.
Jlns mpoBepku uHTEepHETa Haxkmute Network — Diagnostics — Ping, 1omkHbBI yBHIETh IIMHTH 0 CEpBEpa
Openwrt.

Diagnostics
Network Utilities

openwrt.org openwrt.org openwrt.org
IPvd v | Traceroute Nslookup

PING cpenwrt.org (139.59.209.225): 56 data bytes

64 bytes from 13%.59.209.225: =3e time=562.211 m=s

64 bytes from 139.59.209.225: se time=561.047 ms

64 bytes from 13%.59.209.225: 3e time=61.327 m=

64 bytes from 13%.59.209.22 time=59.703 m=

64 bytes from 13%.59.209.225: time=58.239 m=

——— openwrt.org ping statistics —-—-
5 packets transmitted, 5 packets received, 0% packet loss

round-trip minfavg/max = 538.239/60.505/62.211 m=

- noctyn K poyrepy VR-007 npu kianeHTckoM noakayenuu no WiFi:

[Tepen HauaaoOM co3aiiTe KIMEHTCKOE MOAKI0YeHKe K Bamieit WIiFi cetu (omucaHo B IpeIbIAYIIEM TYHKTE).
Hanee nam Hazo paznenuts cetu LAN 1 WWAN B pa3Hble ajipecHble IPOCTPaHCTBA, MHAY€E CBSA3U He OyneT
(B MOEM clly4ae OHU OKa3aJIMCh B OJTHOM aJIpECHOM ITPOCTPAHCTBE).

Logout

WWAN VPN WAN LAN WANG

Interfaces

Protocol: Static address
Uptime: 0h 32m 31s

LAN MAC: 54:36:98:2C-34:5D o
o ®) RX: 42937 KE (4501 Pkis ) Restart Stop “| Delete
brdan TX: 1.98 MB (4007 Pkts ) S

IPv4: 192.168.1.1/24
IPv6: fd25:4d87:76de::1/60

VPN Protocol: PPtP P —
[ RX: 0B (0 Pkts.) Restart Connect “| Delete |
pptp-vpn TX: 0B (0 Pkts.) ' )
Protocol: DHCP client
WAN
MAC: 54:36:9B:2C:34:5E P— Sto “[Wl
=z, RX: 0 B (0 Pkts.) P . ! )
et TX: 226.81 KB (683 Pkts.)
Protocol: DHCPVE client
WANG
MAC: 54:36:9B:2C:34:5E — Sto “[W'
=z, RX: 0 B (0 Pkts.) P . ! )
et TX: 226.81 KB (683 Pkts.)
Protocol: DHCP client
WWAN Uptime: 0h 6m 26s

MAC: 54:36:9B:2C:34:5D .
. RX: 26.98 KB (206 Pks.) Resiat Slop “| Delete |
et} TX: 35.64 KB (282 Pkts.)

1Pv4: 192 168.1.101/24 &m
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IMepexoaum Network — Interfaces — LAN (Edit), mensiem I1Pv4 address na 192.170.1.1 (BbI MOkeTe
HCIIOJIb30BATh JIF000E IPYroe aJpecHOe MPOCTPAHCTBO).

Interfaces - LAN

On this page you can configure the netwerk interfaces. You can bridge several interfaces by ticking the "bridge
network interfaces separated by spaces. You can also use

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Status @ Device: br-lan
Uptime: 0h 43m 57s
MAC: 54:36:9B:2C:34:5D
RX: 590.06 KB (6010 Pkts.)
TX: 2.38 MB (5465 Pkis )
IPv4: 152 168.1.1/24
IPv6: fd25:4d87:76de::1/60

Protocel | Static address v
IPvd address | 192.170.1.1 B
IPv4 netmask | 255.255.255.0 v
IPv4 gateway

IPv4 broadcast

Back to Overview ﬁ&% |-— Save | |_‘ Reset —.|

[Moce maxarust Save & Apply, oTkpoiite B Opay3epe BTOPYIO BKIAIKY U BBEIUTE B aJPECHYIO CTPOKY
192.170.1.1 (moymKHBI TIONIACTh HAa CTPAaHUILy aBTopH3anuu). Username = root, Password = admin.

Hanee usmensiem Hactpoiiku Firewall ans untepdeiica WWAN.
[MTepexomum OpenWrt - Network — Interfaces — WWAN (Edit) — Firewall Settings.

WWAN VPN WAN LAN WANG

Interfaces - WWAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings #8

Create / Assign firewall-zone wans wan: §#* | wanb: g -

unspecified

gn to this interface. Select unspecified to remove the interf om the associated
ew zone and attach the interface to it

2

lan: lan: g~

vpn: vpn: F&

WA wWan: E' wanb: i—:'

Back to Overview Save & Apply

| Save || Reset |

18



Brioupaem Firewall zone — LAN u sxmem Save & Apply.

Interfaces

Protocol: Static address
Uptime: Oh 20m 45s

LAN MAC: 54:36:9B:2C:34:5C i .

& ) RX: 341.75 KB (3462 Pkis ) Restart Stop | Delete

br-lan TX: 1.65 MB (3381 Pkis.) IS
IPv4: 192.170.1.1/24
IPv6: fd25:4d67:76de::1/60
Protocol: DHCP client

WWAN Uptime: Oh 45m 40s

MAC: 54:36:9B:2C:34:5D . —
N ”3-1*"2 RX: 104.70 KB (765 Pkts.) Al S | Dokl
L) TX: 143.15 KB (1082 Pkis.)
1Pv4: 192.168.1.101/24

VPN Protocol: PPiP

C RX: 0 B (0 Pkts.) Restart Connect “| Delete ‘

pptp-vpn TX: 0B (0 Pkts.)

Protocol: DHCP client

WAN MAC: 54:36:9B:2C:34:5E F— . “|m‘
e RX: 0 B (0 Pkis.) P | J
¢ TX: 495.13 KB (1436 Pkis.)
Protocol: DHCPvé client
w,g:us MAC: 54:36:9B:2C34:5E - s [W'
js RX: 0 B (0 Pkis.) P | J

TX: 498.13 KB (1486 Pkts.)

Add new interface. . | %

Temnepb MbI MOKEM 00paTHTHCs Opay3epom mo aByMm aapecam LAN (192.170.1.1) u WWAN (192.168.1.101)

- 3G/AG noaKJIYeHUus:

K poyrepy VR-007 moxuo noaxiounts 3G/4G MomeM. ITO MOXKHO JieNaTh OJJHOBPEMEHHO C
npeoOpaszoBarensaMu uHTepdeiica uepes USB-HUB (BbiOupaiiTe Tpex/ueTslpexnopTOBbIi Ha HOKKE, YUTOOBI
xBarayio nmutanus). Mel nognepxxuBaeM MozeMsl ¢ Hilink mpormBkamu, oHu OBICTPO 3arpyKaroTcs,
paboTarOT B peXXUME CETEBOM KapThl, aBTOMAaTHYECKHU TTOAXBATHIBAIOTCS POYTEPAMH.

3G/4G
Internet
4G mogem (Hilink)

VR-007

USB-HUB

-
[= X
(=]
=
o
-
[
2
o
12
e |

19



Jlanee HaMm HEOOXOIUMO JT00ABUTH HOBBIN MHTEPQEIC CBA3ZH.
[Mepexomum Network — Interfaces u naxxumaem Add new interface.

OpenWr’( Status /s 0 Logout

Interfaces

LAN
br-lan
1Pv6: fd25:4d87 76de:1/60
VPN Protocol: PPtP
= RX: 0 B (0 Pkis)) Restart Connect “
pptp-vpn TX: 0B (0 Pkts.)
Protocol: DHCP client
£y RX: 0 B (0 Pkts.) P :
£l TX: 354.46 KB (1061 Pkis.)
Protocol: DHCPvE client
: RX: 0 B (0 Pkts.) P '
eth0.2

TX: 354 46 KB (1061 Pkts )

| Add new interface. .. wama

Global network options

ix 3

IPvE ULA-Prefix fd25:4d87.T6de::/48

e

BriuceiBaem HaszBanue storo uarepdeiica (y menst 4G moaem), nporokos (DHCP client), Ethernet Adapter

(eth1) u "TIpumenuts" (Submit). 3G momembl MoryT onpenensathes kak «USBO0», Apyrux oTiuuuii He Oyzer.

OpenWrt Status ) Network \ 7 Logout

Create Interface o i

MName of the new interface 4G

@ The allowed characters are: 2-2Z, a-z, 0-9 and _

Note: interface name length
@ Maximum length of the name is 15 characters including the automatic protocol/bridge prefix (br-, 6ind-, pppoe- etc.)

Protocol of the new interface DHCP client v % ;

Create a bridge over multiple
interfaces

Cover the following interface " erspan( =

2* Switch VLAN: "eth0.1" (lan}) -

P— 2% Switch VLAN: "eth0.2" (wan, ff.ran6] 3 "
g ‘m‘, Ethemet Adapter: "eth1” o a

& Wireless Network: Master "OpenWrt" (lan)

Powered by LuCl openwrt-18.06 br) 2= Custom Interface: 8607292
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CoxpansieM coznaHHbIi nHTEpdeiic «4Gy.

Opel'lwrt Status Syste MNetwork ' 7 Logout

WAN  WANE VPN  LAN

Interfaces - 4G

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several
network interfaces separated by spaces. You can also use VAN notation INTERFACE . VLANNR (g,g,: eth@.1).

Commeon Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Status " Device: eth1
RX: 0 B (0 Pkts.)
TX: 0 B (0 Pkis.)

Protocol DHCP client v

Hostname to send when
requasting DHCP

Back to Overview *“?M’% Save & Apply | Save |

B cniiicke unTepdenicoB J0MKEH TOSIBUTCS

Protocol: DHCP client
ie Uptime: 0h Om 10s

MAC: F3:35:DD:FD:21:18 _
{{;1 RX: 769 B (5 Pkis.) =l Stop “
i TX: 1.64 KB (12 Pkts.)
IPv4: 10.0.0.10/24

Jlns mpoBepku uHTepHeTa Haxkmute Network — Diagnostics — Ping, 1o/mkHbBI yBHIETh ITMHTH JI0 CEpBEpa
Openwrt.

Diagnostics
Network Utilities

openwrt.org openwrt.org openwrt.org
IPv4 v : Ping | IPv4 v | Traceroute Nslookup

PING openwrt.org (139.59.209.225): 56 data bytes

64 bytes from 139.59.209.225: geg=0 time=562.211 mz
64 bytes from 13%.59.209.225: 3eg=l © time=61.047 m=
64 bytes from 13%.59.209.225: seg=2 time=681.327 m=
64 bytes from 13%.59.209.225: 3eg=3 time=59.703 m=
64 bytes from 13%.59.209.225: seg=4 time=38.239 ms

—-—— Openwrt.org ping statistics ---
5 packets transmitted, 5 packets receiwved, 0% packet loas
round-trip min/avg/max = 58.239/60.505/62.211 m=
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7. PaboTa ¢ cautom Narodmon.ru:

ITocne Toro kak poyrep VR-007 nonyunn noaxitoueHrue k MHTEpHETY MOXKHO CAENaTh YAAJIEHHBIH KOHTPOJIb
HanpsKeHUs, TOKA, MOIHOCTH M CO3/1aTh YBEJAOMIIEHUS (CUTHAIBI BHUMAaHU, KOTJ1a YpOBEHb I1apaMeTpa
BBIXOJIUT 32 BEPXHIOIO WJIM HIDKHIOIO TPAHHMILY).

3axoaum B MeHI0 HacTtpoiiku, ycranasimuBaeM ranouky Narodmon.ru u 3anuceiBaeM MAC anpec cebe Ha
OyMaxkKy, OH HaM 1oHago0uTcs Ha caiite Narodmon.ru, a motom xmem "CoxpaHuTh".

VR-007.3

@ Vamepenun

& 3ueprun { HacTtpowikn

# Hactpoiikn =
MapameTps! CBA3N Knuent ChbuiT Onuwnn
O OpenWirt
+ About THR GHeTHMKa (] BnexTpoHHas nowTa 3BneKTpOHHAA nouTa Koadp. TpaHcepopmaumm, Ki
ou “ >
MeprypHit-234 oy 1
& Bugeo %‘ Koad. TpaHcopmaynm, Ku
CeTesoit agpec ¥ Narodmon.ru 3 Nuyesoi cyet
1
0 54.36 SHEEME yi m A C
() Micnons3oBars (K, Ku)
YpoBeHk AocTyna 0 matT Rata nepeqa‘iu nokasaHuA [ WMgukauus Ts smecto T4
Mons3osatens Server 24
Mapons Port Tapncpst

11111 01 @2 O3
User

WHTepBan onpoca (MUH.)
AR i i Password
®1 O5 ©10 ©15 O30

!

[ OCTaHOBUTL ONPOC q\ (] OCTaHOBHTbL OTNPAaBKY [ KoppeKuuMa BpeMeHM (40 4 MUH. B 00:00)

[TooxxauTe momyaca, A1 HAKOIUIEHUS TaHHBIX Ha cepBepe (OHM HauHYT MOCTYNaTh ¢ HEPUOJUYHOCTBIO OT 5
MUHYT 10 30 MUHYT, B 3aBUCUMOCTH OT UHTEpBaja ornpoca). Jlanee peructpupyemcs Ha

cepepe Narodmon.ru wmu Bxoaum 1oz ioruHoM Google+, SInaexc wiun ap. st 1o0aBiieHns [aTunKa
notpedyercsi BBecTd MAC-anpec, KOTOPHIi BBl BUIEH Ha BKiIagke Hactpoek poyrepa. [Tocne sToro
MOSIBJISIETCSA BO3MOXKHOCTh YCTAHOBUTD aJIpEC HAIIETO CYETUNKA, BUBI U3MEPSAEMBIX IIapaMETPOB,
YBEJOMJICHUSI Ha AJIEKTPOHHYIO mouty U np. He 3a0ynpre BoIOpaTh NpaBUiIbHbIE €AMHULIBI U3MEPEHUS.

e T R T SR LS 1o B Bl £ a x]
& O S e ¥e 8 Ko !
B et €5 Rate () Pastpaien’ o Tears rpwens () 0 Gupme WO ACTT G Mo samrms G 604 commam hodt 0 S0 Ganrs Comane - Fon [ Otk spsist ] S0 mrpacenus b @) i weagan 08 3 vehasn rae - o

Yorpas Mee: Tgliney, UL
Core-achcmm ey e mearvmame: Sroc Swan sooct M U1 SR Dpeaom !
L0 (TR & AT I - RSO SRS ALY W CIKIEY M AN T 43 JUHPAST CR 57 ¢ 10007 ok Gmmn | 0K Geameane | 13
YOG e | QAR oRAs T SREOM I
D107, ACIREI I

.......

Vazaay Ve =
- e Lared
v TP T« M
Lt 7 e | s, 30,
M AP
O 82, 458
PR AR SO
v | Mo 2w

(3201
v meanenr g

TR, ST
B
SO Secneed v igrace Iy

e
Tesamen 14 g 37
Pt [F 53194 44 4T
Thaains . (s o 147

MO T Ty Y -

Gruwa

Loy T Cre Ty AT | Smen Ty ST | Ko i B | P Bk S
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http://narodmon.ru/
https://1.bp.blogspot.com/-Oc2FDL-qjNg/WE1qe4uX6II/AAAAAAAAGUM/hQoGtIfiUds5GMupylvTMgmr76LyPI5qgCLcB/s1600/1.png
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- M pagact s
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- i Devasn B Hosnpe F Tpes ¥ roopea ™ Cop D Gopaaea L Npscpie

- Hacipodna qarow o Tpaiieps
Nofaante wod yETp-e
q,
Mobannte wysoi garas [
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EM 16 ) Mzgracrs = 17E0N EzpMeien -
4 VTSN 1 0 20
G 16 (8 Harprsrsue = 2H0 ¥ Woupsocs, B0
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100 Tewnspamypa = + 22"

Tpestiessims, Coaness, Disomms

CruGoe 5 s SNTHLSTE 5
)
N2k
2 [
AT
[ErAS S

T.e. UCMIONB3YS ATOT CEPBUC BHI MOTYYaeTe BOZMOKHOCTh KOHTPOIUPOBATH CBOU YAaIE€HHBIN JOM U3 000U
TOYKHU CTPaHbI, C JJIOOOTO MJIAHIIETa, KOMIBIOTEpa, cMapTQoHa.

Ha sToT ke cepBep MOKHO BBIBOJHTH TaHHBIE BeOKaMepHhI (€CIIi UCIIOIh30BaTh Oenblid ctatudeckuid [P agpec
poytepa VR-007). BeOkamepa cunut Ha aapece jokainbHO# cety 192.168.1.1:8080, ecnu ctyunrecs uepes
WHTEPHET, TO Hajl0 OyneT BBecTH BHemmHUM [P-aapec:8080.

Eme uepes Hai poyTep Bl cMOKeTe Ha cailT Narodmon.ru moIKJIFOYHUTh ICIIEBYIO TTOTOIHYIO

craniuio ESPMETEQO u cMoxeTe KOHTpOJIUpPOBAaTh TEMIIEPATypy BIAXKHOCTb, JaBJICHHUE B IOME WM Ha
yIIHIIE.
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http://espmeteo.ru/
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] b S e
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[E3, \
| &)
~ VR-007 1 EzpMeteo

l—-i-j EspMeteo ey

(En| fasse xE

b . Tewnapatypa, 10553

|2 Aamne w@

il NAXHCTL, °

] @ T¥8mmiig 1549 X 12

fasnesme. 15638

| MpvBnisars, Craarwms, Of-osam

Taxoke cepBep Narodmon.ru umeer npuiioxenue 1yist TeneoHa U MO3BOJISIET KOHTPOJIMPOBATH MTAPAMETPhI HE
3aIrycKasi KOMIbIOTEP.

8. Ucnonb3oBaHue VPN kaHana:

beiBaeT Takoe, 4TO poyTep HaXOAUTCS JIMOO B 3aKPBITOH JIOKaJIbHOU ceTu npeanpustus, 1uoo 3a NAT
MPOBAJIEPA U UMEET «CEPBIM aJpec» K KOTOPOMY M3 BHEIITHErO MUpPA HENb3s goctydarca. [ns qoctyna k
TAKOMY YCTPOMCTBY MOKHO UCIOJIb30BaTh MHU(poBaHHBIN KaHai cBsi3u VPN. Onuiem kak ero HaCTpouTb.

Jlnis1 9TOM 1€ perucTpupyemMcs Ha cepsepe lan2lan.ru u cienaem, KOTOpbIii HaM BBIIACT TPU OECIIIIATHBIX
JoruHa/mapostst Ha co3aanue ceoero VPN Tynens u cetu.

LAN2LAN. BUPTYANTbHAA NOKAJIbHAA CETb

192.168.990 v

2016-12-11 12:50

2-2@inbox ru [ (4 7 2016-11-30 04 55
3-2@inbox.u . 2016-12-11 1401
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http://lan2lan.ru/cab.php
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https://1.bp.blogspot.com/-jAHoP8DJZOI/WE184JWq8bI/AAAAAAAAGU0/gyBMW6HLteMydmnB0uDUB3PaWfg760N1ACLcB/s1600/1.png

3axoaum OpenWrt — Network — Interfaces seibupaem unrepdeiic VPN — Edit

OpenWrt

Status Network ~ VRO0OY  Logout

WWWAN VPN WAN
Interfaces

LAN

br-lan 1
1% L
IPw6: fd25:4d37:76de::1/60

VPN Protocol: PPtP

[ RX: 0B (0 Pkts.) Restart Connect
pptp-vpn TX: 0B (0 Pkts.)

YcranasnuBaeM nporokos PPTP, cepsep vpn.lan2lan.ru, JIOTWH 1 apoJib KOTOPBIA BaM BB CEPBEP U
MEePEXOJIUM K pacIIMPSHHBIM HacTpoiikaM. Vcmonp3yeM nepByro mapy jgorus/maposs (aapec 192.168.99.1)
ucnoinbszyeM ais Hamrero poyrepa VR-007, a Bropyro (192.168.99.2) u tpetbro (192.168.99.33) mus
nomariHero uwiy pabodero I1K.

OpenW Status ' Network ' Logout

WWWAN VPN WAN LAN WANG

Interfaces - VPN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several
network interfaces separated by spaces. You can also use notation INTERFACE.VLANNR (g.g.- ethe.1).

Common Configuration

General Setup Advanced Settings Firewall Settings

Status “= Device: pptp-vpn
RX: 0 B (0 Pkts.)
TX: 0 B (0 Pkts.)

Protocal PPtP v M%
VPN Server |vpn.lanZlan.ru “W 2
PAP/CHAP username 2500000 0l & #m-_m 3
PAP/CHAP password | ss=ss « . 4

Back to Overview Save & Apply | Save |
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Crasum ramouky (Bring up on boot) u B konIie coxpansem Hactpoiiku (Save & Apply).

WWAN VPN WAN LAN WANG

Interfaces - VPN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several
network interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (g9, eth@.1)

Common Configuration

General Setup Advanced Settings Firewall Settings

@ Set interface properties regardless of the link carrier (If set, carrier sense events do not invoke hotplug handlers)

Bring up on boot

f

®

Use builtin IPvG-management

Forcelink [

Use default gateway [

@ If unchecked, no default route is configured

Use DNS servers advertised

by peer @ If unchecked, the advertised DNS server addresses are ignored

LCP echo failure threshold

@ Presume peer to be dead after given amount of LCP echo failures, use 0 to ignore failures

LCP echo interval

1@ Send LCP echo requests at the given interval in seconds, only effective in conjunction with failure threshold

Inactivity timeout

1@ Close inactive connection after the given amount of seconds, use 0 to persist connection

Override MTU b e g,
iz g %
Back to Overview Save & Apply

Poyrep nmocne storo gomxen noausate VPN coennnenune

Protocol: PPiP
VEN Uptime: 0h Om 13s

5 e o0

i TX: 90 B (5 Pkis )
IPv4: 192.168.99.3/32

Ecnu y Bac 3TOro He MpOMCXOAUT MPOBEPhTE U pasperuute npoxon tpaduka (PPTP, L2TP) Ha ycrpoiicTse
KOTOpOE pa3faer HHTepHeT (MpHIarao CKPHH OT MOero royioBHoro poyrepa WiFi).

BriGo Govel 4acToTLl x
P MexceTeBon 3KpaH

becnpoBOOHOW pexuM - 2,4 .

MexceTeBoW 3KpaH SPI: BrniounTe (@) BeKMOYNTE
BecnpoBOOHON PeXHM - 5
locTeean ceTk
DHCP VPN
HacTpo#xu USB Mponyck Tpadwuka PPTP: ) Brniouuts BrIKnounTE
NAT MNMponyck Tpaduea LZTP: ®) BrniounTs BriKnounTe
MNepeagpecayna Mponyck Tpaduka IPSec: » Brnmounte BrIENHOUNTE
bezonacHoCTb
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OcTtaercs NOAKIIOYUTH pabouHii KOMIBIOTED K 3TOM ceTu. Haxkumaem npaByro KHOIIKY MBIIIU HA
MKOHKE CETH B HIKHEM IIPaBOM YIIy pabodero croja.

Mapamerpsl - O >

1 [haeHan V P N

HaifTv napameTp sl | ConyTcTBytoLLMe NapameTphl

+ HNobaents VPN-noaknoueHKe

HacTpoiika napaMeTpoB aganTtepa
CeTb 1 MiHTepHeT W é

W3meHeHWe paciuMpeHHbIX
o
napameTpoB 0bLLEro AocTyna

& CocrosHue

VPN LleHTp ynpaeaeHWa ceTamm n
O‘Z" ob
o LLIMM AOCTYTIOM
% Wi-Fi .
Bpanamaysp Windows
¥ Ethernet
ﬂ,OﬂOﬂHMTeJ'IbeIe napameTpbl
“* Habop HoMmepa ¥ Bac NOABMANCH BONPOCHI?

Paspewnts VPN B ceTAX ¢ AMMWUTHEIM TAPUOHEBIM MAGHOM

| % veN WB @D e

MonyumTe NOMOLLB

Pazpewwnts VPN B poymusre

g PexuM «B CAMONeTes MNomMoruTe yCoBepLLEHCTBOBATE
‘3 Bra. Windows

) MoBuNLHBIA XOT-CnoT OCTaBUTE OT3bIB

G WcnonbzosaHue aaHHBIX

[Npokcu-cepeep [narnoctnka Henonagox
Otkpeits "Mapametpel cetw u MHTepHer

TS e N = TO.

27.08.

Breioupaem VPN — Jlo6aButs VPN-niogkmouenue. 3anonasemM HeooxoauMele moss. B kauecTBe cepBepa
ucnoib3yeTcs vpn.lan2lan.ru, TOruH MapoJib CTaBLTE T€, KOTOPHIC OH BaM BBIIAJ B JIMYHOM KaOWHETE JIJIs
anpeca 192.168.99.3

M3meHeHne VPN-nogknroueHuns

3TW M3MEHEHHA BCTYNAT B CAAY NpW Chegylolies NoAKMOUeHHn.

Wma noaxnoueHus

VPN

WA wam agpec cepeepa

vpnlan2lan.ru

Tun VPN
TWN AaHHLIX ANA BX0Aa

Wma noab3osatens (HeobAIaTENLHO)

Mapoak (HeoBAZaTENLHO)

» 3anoMHMTE MOW AdHHEIE ANA BXOAA
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https://4.bp.blogspot.com/-9ZVMEm-9YDA/W44sO1zcDcI/AAAAAAAAHV4/xLunqmtCeEcJFiAnCY99VEaNQAs7F0MXACLcBGAs/s1600/64.png

[Tocne coxpaHeHus: JaHHBIX HaM Ha0 BeIOpaTh "Hactpoiika mapameTpoB agantepos.

Mapavwepe

@ Fasenas

[ Hadttv napaserp

\ Cern w Antepuer
D Comomme
& Wi-h

7 Ethernet

¥ Habop womepa

{ = wN

Pexvm «if camoneres

VPN

VPN

Conyicisysougue napame1ne
ﬁ* Hactpanes napaverpas aganiep::

+ JoGasnte VPN-nog<ncqerne VISMEHEHI PATLIKDEH HbX

MAPAMCTRAN OOIETO AOCTYNS

Ve
@ JEN LIEHID YINISAnEHNS CETAMM 1
OB AOCTYIIOM
VPN :
E VPN Epariamaysp Window

¥ BAC NOSBHSACY BONPOCKT?
ACNOAHUTENbHBIE NApaMETRbl :
MIWTL NOMOULL
Paapeidts VIPN 8 COTAX € AMUMTHEIM TADUdsiM NNaNcM

@ i

Nomorere veosepmencriosars

Hac unrepecyer BHOBB co3nanHoe VPN noaxitouenue (y menst 3to VPN1). JKmem npaBoil KHONIKOH MbIIIU
Ha HeM U BbiOupaeM CBoiicTBa.

¥ Crrenwe noqoamuesen

A ¢ Masmneyrparsesms ¢ Comen Merepuer 5 Ceteswe nogoimusien 3 iy e .

Fnopagouwrs =

Jamyre nogrsE—

Ethsnet
Heanaznperas

FEEHUPHCRAHHE NS K HHEN Fasseans nogencussm AT TOACA MAREMETECE FEYULIHIY ERa =L
n H -

L_" VPN l:_ VRN L_F Becnpoecasan cete

., O ueHn

N
&M Minigoet (PPTF 7 WM Miniport (KEE) (b pgse il TR AT

2]
CeeTean;
E CAENETE NOASAHIYEHHEY g YRALTEIHHEE

CELgATE EOTHIK

e CnagaTs apanK

B vassen

B Nepemssunpas

- B Cecicrea
2. o

[TpoBepsiem Ha3Banue cepsepa vpn.lan2lan.ru

= VPN1: ceoiicTea ?

OBwwe [Mapametpel BesonacHocte Ceme  Hoctyn

ra komneoTepa MW |P-agpec HazHayeHWA (Hanpumep,
microsaft.com, 157 .54.0.71 unm ffe:1234:1111):

wpn lan2an.ru Wm

D'-IE-"DEII.HDC'I'b Y¥CTAHOBNEHKMA NOOKNDYEHUA

I'Iepen. TEM KdK YCTIHOEWMTE BEMPTY3NEHOE NOOKNKOHEHWE,
MO¥HO CHEYanNa NoaK NoYMTECA K oBLLECTEEHHDA CaTh,

HanpumMep, K FHTepHeTY.

[]CHauana HafpaTe HOMEp ANA 3700 NOOKMOYEHWR:
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https://2.bp.blogspot.com/-9TtGAHIR0gw/W44dVT9WBZI/AAAAAAAAHUU/ggZFp2DcOfkDV2ERbIHX7GcHVUPpUTnXACLcBGAs/s1600/56.png

Pazpemaem npoToKOJIbI.

JEdARnE

VPR
B Orid
a3 WA

=

HeoBAsaTENEHOE (NOOKNOYATECA Oaxe Bes WWppoBaHWA)

MpoBepka NoANMHHOCTH
() MpoTokon paciumperHoi Npoeepki nognuiHocT (EAF)

%b (@) PaspewTs cneayiowme npoToKo Nk CeoitcTea

Ona VPM muna IKEvZ ByneT wcnonesosaH
EAP-MSCHAPvZ. OnA ppyrx anoe VPN BeiGepuTe

niofble M3 3THX NPOTOKONOE .
[ ] HesawmpposaHHeii napons (PAP)

[ ] NpoTokon nposepku napona (CHAP)

M MpoTokon Microsoft CHAP sepcim 2 (MS-CHAP v2)

[ ] WcnonksosaTe aBTOMaTMYECKI MMA BXO0LA W NEponk
Windows (4 vMA gpoMeHa, ecnn cyLLECTBYET)

0K OmmenHa

= VPN1: ceoiicTea >
OBwwe [Mapametpwl besonacHocTe Ceme  [octyn
Tun VPN:
AsToMaTHHECKK W
[ononHUTE NEHBIE NapaMEeTPE
nppoBaHe oaHHBIX:
St

=

Cuumaewm ranouky "IP Bepcuu 6" u BeiOupaem "IP Bepcun 4" - CoiicTBa.
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BAHWE[ -
d VPN1: caoiicTea w0
WP
Ore| OBuwwe Mapamemw Besonackoems (e | [octyn
WA

Komnorien Tl MO NE3YEMIC 3 TAM 1O O MIOSCHIBERM |

L1 g IF mepciaw & (TCF/IPvE)
. |P Bapcian 4 (TCP/IPv4)
[f] 8 Dy pocTyn Kk ainam v npuETepas ana ceted Micr,,

] B Krwesst pnm cemed Microsoft
o Veraona & Yaanum _ Caeoifcraa

Onucare

MNpotoxan TCP/IP. CraqnanmHei npoTakon rnofansHsm
ceTel, 0DECNEMBAOLIMA CAASE MEXTY DAINMHHBIMNA
B3MMOASACTEVIOIMMIY CETAMI

[lepexoaum B MeHto "/lonosHUTENbHO" .

Ceoitcrea: P eeponn 4 [TCP/IPwd) b4

Ofuwme

MNaparmeTtpel [P MoXH0 HESHAYATL SATOMATAYECKM, ECIH CETh
NoABSPEWSEET 3TY BO3MOXHOCTL. B npoTanom cnyuae yaHalTe
napaMeTpol P v CETeB0ro aaMyHMCTRaTopa.

() Nonyaute |P-agpec asromansecei

(") Menoneacaars cne gyowsmi |P-agpec:

F-ampe

(@) Monyuure agpes DNS-cepeepa aaToMaTuecsm
(") Menonbaoaars cnegyowwe agpeca DMS-cepaepon:

Mpeanosur serein DNS-cepaep | : |

A ETEpHATHBHBIH DN S-cepaep: | : - |

%!Pﬁ | [ononswrensso. |

[0k ] omea

Heo0OxomuMo cHATh Tanmouky "Mcmnonb30BaTh OCHOBHOM IILTIO3 B YAaJE€HHON ceTH .

ETpC
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" | & o ILL rrar T L L
q 5 | OononHWATEAEHBIE NapameTpal TCR/P X !
| |

Napamerps IF ONS | WINS

ZTOT DNAMOK WCNONEIYETCA TONSKD NDW 0 IHOBPEMEHOM

MoK MEOUESRAM K NORaNE00 CETH @ K CETW YAANSHHON D BOCTyNE Ecna
q ENANOK YETEAHOENMEH, AAHSRIE, KOTOPME HE YASETOR NEPEfaTh wEpes
l MOEANHYI DETh, FANDEONA0TOR 0 COTh YAARCHSIro 0oCTyna

ﬁmﬁ%ﬂj Henone308aTs OCHOBHOA WK B Y 1ANEHH0A CETH

|_|':|TJ'CJ1IG‘~I.'|_I:- aofaBneHHe MapWpYTa, OCHOBAHHDE Ha KNAcTe

E AOTOMATHSECHOE HATHIYCHUE PAETDHM

HET s uHTEpEEics

B koH1Ee coxpaHseM HalM HacTpoUKH - OK.

& VPN cooficrsa >

Qe MNapames  Besonachocme T8 [oenm

KosaroHeR T, wer 100 SYEMEIS 3 TAM NDIK MOYEHAE

[ 4 IF nepoas 6 (TCPAPE)
.1, |P nepcess 4 (TCP/IPv4)

[ B8 Qigugmi ROCTYT R aidnar W npunTepam ana cered Mor
[ I? Knmedr ana cered Microsed

| B Veranoans | o Vnanums CrofcTaa

Onuca-es

Mpomokan TCPAP . Cranpap o npotoson rnofamHnn
ceTed, cfecneurBacilWal CBAE mAEX Y PA3NHIH=MA
D3TA0 AEAC TIYIOLLIAMH CETRMA.

wrlly O] | Omes

Teneps MBI UIMEEM HACTPOEHHOE MHU(PPOBAHHOE MOAKITIOUEHHE. JKMEM J1eBOI KHOMKON MBI HA 3HAYOK C
CeThI0, BRIOMpPAEM CO37JaHHOE HaMU MoIKIt0YeHne (B MoeM ciiydae VPNI1) u sxmem TloaximtounTs.


https://3.bp.blogspot.com/-zlfxGxN8sD0/W44g91ooDkI/AAAAAAAAHVM/1oMYfq6kv1c2yUzuNQlQ7PsZlXhLXWIBwCLcBGAs/s1600/60.png
https://1.bp.blogspot.com/-LJneMAahxr0/W44hcNEUVqI/AAAAAAAAHVU/D4NS04ECkbEYCYrWLE2mJrZUavTNXqIYwCEwYBhgL/s1600/61.png

& 11apaNeTpi

?—:—] HeonoaHaHHan CeTh

o VPN

o VPN1

OTKMOUNTECA

[Tocne coenquuenus ecnu 3aiitu B Kabunet Ha cepBepe lan2lan.ru, To MBI yBHIUM J1Ba YCTPOICTBA B OHJIAlHE
(mepBoe 3To Ham VR-007 ¢ agpecom 192.168.99.1, a Bropoe nam [1K ¢ angpecom 192.168.99.2).

LAN2LAN. BUPTYANTbHAA NOKANNbHASA CETb

Cratyc PAY

banauc 9.68

CKOPOCTE NOjIKIIONeHWi 2048
@opmar IP-afpecos 192 163990 v |

on

‘-'.'ﬁ(.—nsflv et

:J‘I =

_ Mapons  Tloc

i 1'$ (ﬂ‘
168 |99 |1 || vro07 R 2018-09-04 0532 online | Cxavams |
© | 102 | 168 | 99 i 2 \ 2hemune | [mwwe 2018-09-04 06:06  online | Cxavam |
| | 102 | 168 | o9 \ 3 ‘ R P 2018-07-2600:35  oftline | Cxavars |
-lpwmmwmnmmﬁmmmdmm“ammlmm .
e \

U moxem 3anyctutb Bpaysep no agpecy 192.168.99.1 co ceoero lNK yepes cozpanHbin VPN TyHenb.
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9. Ucnonb3oBaHne MQTT:

MQTT oauH U3 OTKPHITEIX TPOTOKOJIOB, MTO3BOJISIONIHIA MTepe1aBaTh U MPUHUMATH JaHHBIC OT JIFOOBIX
JIaTYNKOB «YMHOIO JoMay». Mbl ero BHeIpuin HaurHas ¢ peBusuu 400. J{aHHBIIA IPOTOKOI MO3BOJISIET
nepeaBaTh JaHHBIC KaK HA JTOMAIIHUA, TaK ¥ Ha 0OJIAaYHBIN cepBep, a JalbIIe MOIh30BaTEIb MOKET
MOJNKCATHCS Ha 3TU JAaHHbIE U cMOTpeTh uX Ha Tenedone unn [1K. [lokaxxy Ha mpuMepe Kak STUM MOXKHO
M0JIb30BaThCs. MBI MPOBEPHIIH €ro PabOoTy Takke Ha cepBrcax Mosquitto, koTopblit MokHO cTaBuTh Ha [1K,
pOyTepbl, MUKPOKOMIIBIOTEPHI.

Juis npuMepa ObLT UCTIONIb30BaH cepBuc WW\W.cloudmgtt.com y kotoporo ObUT 0 HETABHETO BPEMEHU
oecrmatabli TapudHbIi mad (Cute Cat), TOKPBIBAIOMIMKA MOTPEOHOCTH pean3aIii HEOOIbIIONW CUCTEMBI
«yMHOTO ToMa». MoxeTe MOUCKaTh B CeTH OECIUIaTHBINA MM UCIIOJIb30BaTh CBOM M(tt cepep. Ml ceifuac

BeeM pabory Hai cobernenmbim obsarom I, naxeiock ckopo nam obuuit 1ocTyn.

CIOudMQTT Plans Home m Documentation Support Control Panel

Cute Cat KeenKoala Loud Leopard Power Pug

o 10 connections © 100 connections o 1000 connections © 10000 connections
o 10Kbit/s o 100 Kbit/s o 1Mbit/s o 10 Mbit/s

Try now for $19/month Try now for $99/month Try now for $299/month

[Ipoiiném peructpaiuio Ha caiiTe ¥ MoIy4aeM HE0OXOAUMbIe TaHHBIE JJi JocTyma K cepepy. [Ipu
HACTPOMKE KJIMEHTOB HEOOXOIMMO HCITOb30BaTh 00bI4HbIH [TopT (63 SSL u TLS).

E))) CloudMQTT Vasiliy ~

Details

Instance info

&M% Server wiipesiymgtt.com
i W& User namiged C Restart
3 %assword .. ® o

H s @™ Port 17261

SSLPort 27261

L]

Websockets Port (TLS only) 37261

Connection limit 5
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https://www.cloudmqtt.com/
https://cloud-mqtt.ru/

Teneps 3axonum B HacTpoiiku VR-007, ctaum ranouky MQTT u BHecem nanubie (Server, User, Password,

Port), kotopsie Bbiiai Ham cepsuc cloudmqtt.com

VR-007.3

@& UsMmepeHus

£ 3neprun HacTpoinku

£+ HacTpoWkn

[lapameTpbl CBA3M KnuneHT
O OpenWrt
Tvn cHeTYMKa [/ 3neKkTpoHHaA no4Ta
? About P
MeprypHiA-234 v
M Bugeo
CeTesoi agpec ¥/ Narodmon.ru
0 y 54-36-9b-2c-34-5d
YpoBeHe gocTyna %g MQTT
Mone3oBatens v Server %
Napone Port

WHTepEan onpoca (MWH.) . ;
ASSWOT
@1 O5 O10 O15 O30

111111
User a

[ OCTaHOBWTE onpoc 6

PERS

Cbt

3ne

Nuu

fart

2

Tap

Temeps B COOTBETCTBUH C HHTEPBAIOM Omnpoca Oy/er nepeaada o nporokoiay MQTT Ha BHemHuU# cepBUC U

MO’KHO TOJIIMCBIBAThCS Ha JaHHBIE OT cueTunKa. i1 3TOro cHavajga HaM Ha CEpBHCE HAJ0 CO3/1aTh
nosip3oBatesst (s co3nan VRO07) kTo mMeeT npaBo YMTaTh STH JaHHBIC U TPHIyMAl ISl HETO apOJlb.

B) CloudMQTT  “%e- P -

DETAILS Users and ACL ¥ A

SETTINGS s
CERTIFICATES / Users

USERS &ACL | Name Search

BRIDGES
Name

AMAZON KINESIS STREAM

WEBSOCKET Ul VROOT ‘ ..... o

)
STATISTICS ﬁ
CONNECTIONS 2., s A Q ."

Vka3pIBaeM Kakue TOMUKH CO3AaHHbIH M0JIp30BaTelb (B MoeM ciydae VR0O07) moxer untats. CuMBoa #
TOBOPHUT O TOM, YTO BCE TOIMUKHA MOYKHO YHTATh.
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ACLs

Note:
« There are two types of ACL rules, topic and pattern. Topic ACLs is applied to a given user. Pattern ACLs is applied to all users.
« Use # for multi level wildcard acl.
« Use + for single level wildcard acl.
« Creating and deleting users and ACLs are asynchronous tasks and may take up to a minute. Poll list APIs to see when ready.

.
For APl docs look at HTTP API s 5

Type 2 Pattern ? ﬂ; Read/Write %
z o, [ a‘ _
VROO7 v # ¥ Read Access?

Janee MoxxHO BBIOpATh r000€ ynooHoe nmpunoxenne MQTT mns TenedoHa Ha AHAPOUI ¥ BBECTH HAIIN
nannbie. S B3su1 it mpoost MQTT Dashboard, Ho Bel MOXkeTe BbIOpaTh J1r000€ mouckas 1o ciioBy MQTT.

Pattern Topic

JoGaBnsiem Hallle ycTpOHCTBO.

17261

Username

VRO0O7

Password

_ sst [
% Key store file
Select .BKS file... CLEAR

Key store password

ClientlD yHukanpHOE UMs KIIMEHTA, KOTOPBIH BeIET MOAKIIIOUeHUE K Opokepy Mosquitto.
S ncnione3oBan it 3roro MAC azpec, HO BBl MOXKETE HCIOIb30BaTh CBOE.

Server / Port — BHOCHM J1aHHBIE CepBepa KOTOpbIe Bbiaal HaMm cepBuc cloudmqtt.com npu perucrpanum.

Server diuitumauit M com

User {:': Restarkt
Password oL
Port 17261

Usermame / Password — 3To co3aHHbIi HAMH MOJIb30BATENIb KOTOPBIH MOXKET YNTATh HAIIIKA TOMHKH.
B Moem ciydae ums co31aHHOTO MHOIO Tosib3oBarens 0buto VRO07.
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Ilanee ,I[O6aBJ'I5{eM TOIIMKH Ha KOTOPBIC MBI IMIOANIHMCBIBACMCH.

19:23 wee £ alll 4G 2D

MQTT Dashboard & +

Disconnected

SUBSCRIBE PUBLISH

20:51

X  Subscription

Friendly name

Hanpﬂ}ueHMg U1

Topic

VR007/M234_26935009/U1

Unit
V - volt
QoS Is Numeric Notify me %
o ~ 0O
JSON converter # What is this?
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HaszBanue tonnkoB coctout u3 «VRO07/Tum cueTunka CepHitHbIN HOMEp/Ha3BaHKE apamMmeTpay (HarpuMep
VR-007/M236_01254655/U1). [lepeveHb TOMUKOB:

VRO007/ Type_SN /Time - BpeMsi TIOCTITHEH 3aMucu

VR007/ Type_SN /U1 - HaIpPsDKCHHE TIEPBOM (ha3bl

VR007/ Type_SN /U2 - HanpsDKeHHUE BTOPOH (a3bl

VRO007/ Type_SN /U3 - HaIPsDKCHHE TPEThel (a3l

VR007/ Type_SN /11 - TOK TEepBOH (a3bl

VRO007/ Type_SN /12 - TOK BTOPOi1 (a3sl

VR007/ Type_SN /13 - TOK TpeTbe (a3l

VRO007/ Type_SN /P1 - MOIIHOCTH TEPBOM (ha3bl

VRO007/ Type_SN /P2 - MOIIIHOCTh BTOPO# (ha3spl

VRO007/ Type_SN /P3 - MOIIIHOCTh TPEThel (ha3pl

VRO007/ Type_SN /PS - CyMMapHasi MOIITHOCTb

VRO007/ Type_SN /Q1 - peaKTHBHAsl MOLIHOCTb NEpBOH (a3bl
VR007/ Type_SN /Q2 - peaKTHBHAsI MOITHOCTH BTOPO (ha3bl
VRO007/ Type_SN /Q3 - peaKTUBHAsl MOLIHOCTb TPEThel (a3bl
VR007/ Type_SN /QS - peaKTHBHAsI CyMMapHasi MOIIHOCTb
VR007/ Type_SN /S1 - 0011ast MOIITHOCTH MEPBOU (ha3bl
VRO007/ Type_SN /S2 - 00111ast MOIITHOCTH BTOPOH (ha3bl
VR007/ Type_SN /S3 - 001I1ast MOIITHOCTh TPEThe (ha3bl
VRO007/ Type_SN /SS - 001112t CyMMapHasi MOIITHOCTb
VRO007/ Type_SN /E1 - BHeprus ot copoca mo Tapudy 1
VRO007/ Type_SN /E2 - BHeprus ot copoca no Tapudy 2
VRO007/ Type_SN /E3 - 3Heprus ot copoca no Tapudy 3
VR007/ Type_SN /E4 - BHeprus ot copoca 1o Tapudy 4

211 £ il 4G. (28D

MQTT Dashboard &+

Connected to soldier.cloudmatt....

SUBSCRIBE PUBLISH

— HanpsamxeHune U2

232.42V

23 seconds

— HanpsxeHue U3

232.23V

23 seconds

= HanpsamxeHue U1

232.47V

23 seconds
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B uenom MOT'y CKa3aThb 4TO CcaMa CUCTCMa pa60TaeT, HO MHE OOJIbIIIE 110 Ayme IPpUI0KCHUEC OT Narodmon.ru.

Jlenaet To)e caMoe U B HACTPOMKE HAMHOTO MPOIIE, TPOCTO CHHXPOHU3UPYET JaHHBIC Ha TenedoHe U Ha
BHEIITHEM CepBepe.

10. NMepepaya BMAeONoToKa:

Poyrep VR-007 mo3BossieT nepenaBaTh BUACOMOTOK OT MPocToii BeOkameps! (ipoBepsit Logitech C170,
C270, HO u ipyrue JI0JDKHBI padoTath).. JlocTaTtouHo ee moAKIFoYnuTh B pazbeM USB wim yepes HUB, niu

HaIpsIMYIO.

MO>KHO KOHTPOJIUPOBATH BTOPOU OapabaHHBI CYSTUYUK WM TA30BBIMA, WIH TPOCTO UHIUKAIIMIO HA
npubopHoii manenu. [Ipu nepBom MOAKIIOYEHUH KaMephl 00s3aTeNbHa Tiepe3arpy3ka poyrepa, 4To0bl OH
OOHapYKHII anmapaTHOE MOAKITFOYCHNE KaMephl, a Jaiee OHa aBTOMATHYECKH OTOOPA3UTCS B OTACITHHOM
MeHIo "Buzeo".

R B L (L £ e T T

e a
P T S I S e T P [ —————
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http://baza-kip.narod.ru/files/temp/list.txt

11. Mpodmnu MoOLLHOCTH:

Hauunas ¢ (rev. 420) 8 VR-007.3 BHeipeH MEXaHU3M YTECHHS MPO(UIICH MOITHOCTH U BO3MOXHOCTb
ckaunBaHus oT4eToB B hopmarax CSV u XML80020. Poyrep 310 nenaeT aBTOMaTu4ecKu, Kak TOIBKO BbI
MOJKIIFOYUTECH K CUETUHMKY, OH HauHeT makeramu 1o 400 KoMaHJ B MUHYTY BBIYUTHIBATH BECh 00bEM
HaKOIUICHHBIX JIaHHBIX. B coBpeMeHHbIX cueTunkax Oosbine 8000 sueek XpaHeHUsI B OTHOKPATHBIN
HEPBHUHbII ITPOIIECC HAKOILICHUS MOXKET 3aHUMATh 10 20 MuHyT. Jlanee 1H060e CO3JaHHe OTIETOB 3aHHMAET
€IMHULIBI CEKYH]I, T.K. JaHHBIC BCET1a aKTyaJIbHBI.

VR-007.8
M236_40681045 [2024-03-27 06:09]
& 3Heprun
& Wawepennn Mpodunb 5
& Npoduns

N L Fpachuk == MNapameTpol
& HacTpoikm

A+ A- R+ R-

0 Openwrt k L MHTepBan yTeHus
— s Texywmii mecay v
® Bugeo Bua npoduns

rovacosan aHepia v
Bnageneu
4 WM MupoHos B.A
Agpec
CHT Kynetypa, yu. 5
WHH
1234567890

Howmep aorosopa

M1111111112

e
2 B8 Tabnuya m
@ csv
A+, A-, R+, R-, B xML
(KBTY) (KBTY) (KBTY) (KBTY) Bpems Mepuoa Mpumeyakue
; “_M 4.0900 0.0000 0.0000 0.1520 2024-03-01 01:00 30+30 0

2.7320 0.0000 0.0000 0.1450 2024-03-01 02:00 30+30 0 j

42220 0.0000 0.0000 0.1460 2024-03-01 03.00 30+30 0

1) — meHr0 npoduIel MOIHOCTH

2) —rpaduk u nporpeccdap, MOKa3bIBAIONINN 00BEM MTPOUYNTAHHBIX JAHHBIX U3 CUCTUNKA
3) — popma KOHGHUTYPUPOBAHHS OTUYETOB U OTOOPAKCHHUS TAHHBIX

4) —Tabnuua ¢ JaHHBIMU TIpod et

5) — mento cozmanus otuetoB CSV u XML

12. MpumeyaHwme:

Poyrep VR-007 mo3BosisieT cuuTHIBaThH ¢ ce0s 6a3bl JAaHHBIX LIETUKOM WU MOCIEIHIO 3aUCh C TOMOIIIBIO
GET 3ampocos.

Hanpumep M0KHO 3apOCUTh MOCJIEIHIO 3aMCh MTHOBEHHBIX 3HAYEHU U CPE30B SHEPTUU:
http://192.168.1.1/pages/variable.php?action=readMyDbOne

HJIN CKa4YaThb BCHO 6213y JAaHHBIX MI'HOBCHHBIX 3Ha‘-ICHI/II71
http://192.168.1.1/pages/variable.php?action=readMyDb

[TocnenoBaTeIbHOCTH BO3BPAIIAEMBIX TTAPAMETPOB:


http://192.168.1.1/pages/variable.php?action=readMyDbOne
http://192.168.1.1/pages/variable.php?action=readMyDb

time, Ps, P1, P2, P3, Qs, Q1, Q2, Q3, Ss, S1, S2, S3, U1, U2, U3, I1, 12, 13, Ks, K1, K2, K3, F1, F12, F13,
F23,en_Ap_tl,en_Ap_t2,en_Ap_t3, en_Ap_t4, SerialNumber

3aIlIpOCUTDH 3Heprmo I10 MEcCsLaM
http://192.168.1.1/pages/variable.php?action=readEnergyY

[TocnenoBarenbHOCT BO3BPALAEMBIX IAPAMETPOB:

time,en_Ap_tlen Am_tlen Rp_tl,en_ Rm_tlen Ap t2,en_Am_t2,en_Rp_t2,en_ Rm_t2.en_Ap_t3,en_Am_
t3,en_Rp_t3,en_Rm_t3,en_Ap_td4,en_ Am_tden Rp_tden Rm_tden Ap t1 0l,en Ap t2 0Ol,en_Ap t3 01,
en_Ap_t4 0l.en Ap_tl1 _02,en_Ap_t2 02,en_Ap_t3_02,en_Ap_t4 02,en_Ap_tl 03,en_Ap_t2 03,en_Ap_t3
_03,en_Ap_t4 03,en_Ap_t1 04,en_Ap_t2 O4,en_Ap_t3 04,en_Ap_t4 Oden_Ap_tl 05.en_Ap_t2 05en_Ap
_t3_05,en_Ap_t4 05,en_Ap_tl 06,en_Ap_t2 06,en_Ap_t3 06,en_Ap_t4 06,en_Ap_tl 07,en_Ap_t2 07.en
_Ap_t3 07,en_Ap_t4 07,en_Ap_t1 08,en_Ap_t2 08,en_Ap t3 08,en_Ap_t4 08,en_Ap t1 09,en_Ap t2 0
9,en_Ap_t3 09,en_Ap_t4 09,en_Ap_t1 10,en_Ap_t2 10,en_Ap_t3 10,en_Ap_t4 10,en Ap_ t1 1len Ap_t
2 11.en Ap t3 11,en Ap t4 1len Ap t1 12,en Ap t2 12,en Ap t3 12,en Ap t4 12,.en Ap_tl today,en
_Am_tl today,en_Rp_tl1 today,en_Rm_t1 today,en Ap_t2 today,en_Am_t2 today,en Rp_t2 today,en Rm
_t2 today,en_Ap_t3 today,en_ Am_ t3 today,en Rp t3 today,en Rm_t3 today,en Ap t4 today,en_ Am t4 t
oday,en_Rp_t4 today,en_Rm_t4 today,en_Ap_t1l yesten Am_tl yesteen Rp_tl yest.en Rm_tl yest.en A
p_t2_yest.en_ Am_t2_yesteen Rp_t2 yesten Rm_t2 yest.en Ap t3 yesteen Am_t3 yest,en Rp t3 yest,en
Rm_t3_yesten Ap_t4 yesten Am_t4 yesteen Rp _t4 yest.en Rm_t4 yesten t1 elen t1 e2,en tl e3,en_t
2 elen t2 e2,en t2 e3,en t3 elen t3 e2,en t3 e3,en t4 elen t4 e2,en t4 e3,SerialNumber,en_ Ap Su
m,en_Am_Sum,en_Rp_Sum,en_Rm_Sum,en_Ap_Sum_today,en_Ap_Sum_yest

3aHpOCI/ITB 3Hepr1/110 110 JHAM
http://192.168.1.1/pages/variable.php?action=readEnerqgyD

ITocnenoBaTenbHOCT BO3BPALAEMBIX IIAPAMETPOB:

time, E11,E12,E13,E14,E21 E22,E23,E24,E31,E32,E33,E34,E41,E42,E43,E44

BynyT Bonpockl, 6oiee mogpoOHO OTBeUy Ha JIMYHYIO mouty, numurte Ha Vladrusanov@gmail.com
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http://192.168.1.1/pages/variable.php?action=readEnergyY
http://192.168.1.1/pages/variable.php?action=readEnergyD
mailto:vladrusanov@gmail.com

